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\_ CRITICAL HIGH MEDILM LOW INFO

Scan Information

Start time: Mon Mowv 23 15:04:43 2020

End time: Mon Mowv 23 15:15:56 2020

Host Information

IP: 140.123.33. )

os: EPSCM Stylus Printer, Linksys Wireless Access Point, Netgear Wireless Router (WMR1000), Cracle Integrated Lights Cut Manager

Vulnerabilities

10107 - HTTP Server Type and Version -

Synopsis

A web server is running on the remote host.




> ¥ 5 m AR

AR e B T Jide A AR Bz p < 2 (GCB)& £3% =
v GCB~ i 4% iD-Link ~ EDIMAX ~ ZyXel % 3 ek & 7 1edp 5]
> K ﬂ?’\p IR Sl BN Eiﬁj“f’.{&«éi@% e

v 34t https://www. nics. nat. gov. tw/core_business/cybersecurity
_defense/GCB/GCB_Documentation/

ST EIFR S ey

EEEEE N N
L% D 9

| B Ay
2 ERarutdl 5 19
3 I R e H



> JiﬁTT-Z{E« 7 I - R FKE (S5 S B G

| PALE > H 2%§\13é§éﬁAESﬁm—%;¥>}<
7 T A ek =Rty %?
Aﬁﬂﬁﬁﬁﬁﬂ%

FLNRPKEDREBN P

%1 ”E;assm %

i BFSSIDA # X
“%ﬂﬁ%’x%%%m%ﬂﬁ*
= I R 1

€ R kT



1]

> PO 2R -
I8 =
-
I%E"Jf’wr}?‘ £
| Ec* MACT- % i X
/
Zif}gDHCPT%T‘i f
#
g | 7 B F‘é’: x
H?ﬁ%ﬁé“ﬁ‘&*
- £




N

-~ ERAE SRR T

D-Link DAP-1360 VS Netgear R7000
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Product Page: DAP-1360 Hardware Version: B1 Firmware Version: 2.14

Log in to the Access Point

User Name :
Log In

SETUP ADVANCED MAINTENANCE STATUS

Enter the new password in the "Mew Password” field and aagain in the next field to confirm. Click on
"Save Settings” to execute the password change. The Password is case-sensitive, and can be made
up of any keyboard characters. The new password must be between 0 and 15 characters in length.

| Save Settings || Don't Save Settings |

PASSWORD :

Please enter the same password into both boxes, for confirmation.
Mew Password : | |

Confirm Password : | |

ADMINISTRATION :

Enzble Graphical Authentication : [

EA

https://140.123.29.134:8443

ERZERE | admin

EE T

ERr XHE

EEE |

£TEE |

EEFEE |

SETEED
EEEE 4| CESHE T NETGEAR ESHZRERE? |

EEERRERERTEE
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EEEE | CNZ—ECENETEAE? v|
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= IEEH,
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WIRELESS SECURITY MODE :

Security Mode :

WPA-Personal |

Security Mode - [[WPA Personal V]]

LUse WPA of WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintzining higher security with stations that are WPAZ
capable.Also the strongest cipher that the dient supports will be used.For best security, use WPA2
Only mode. This mode uses AES{CCMP) cipher and legacy stations are not allowed access some
gaming and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher)

WPA-Personal

WPA-Enterprise | |

WPA Mode : [[WPA2 only v| |1

Cipher Type : | AES w

PRE-SHARED KEY

Enter an 8 to 63 character alphanumeric pass-phrase, For good security it should be of ample
length and hould not be 2 commaonby known phrase.

Pre-Shared Key : H-— —

WPA Mode : [WPA2 only v |
AUTO(WPA or WPA2)

Cipher Type :
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WIRELESS NETWORK SETTINGS :

Enable Wireless :

| Always| | | Add Mew |

_ —
Wireless Mode : | Access Poink,”  ~ || Site Surve,

Wireless Network Name : [| dap-1350

|(aiso called the SSID)

802.11 Mode : | Mixed 802.11n, 802.11g and 802.11b v |

Wireless Channel : &+
Enable Auto Channel Scan :

: | Auto 20/40MHz |

Channel Width
itriti t

: Alsu called Disable SSID Broadcast)

Enable Wireless :

Wireless Mode :

Wireless Network Name :
802.11 Mode :

Wireless Channel :

Enable Auto Channel Scan :
Channel Width :

Visibility Status :

ETTINGS :

| Always v | | Add New |

| Access Point

w || site Survey

| dap-1360

| (Also called the SSID)

| Mixed 802.11n, 802.11g and 802.11b v |

b

a-

| Auto 20/40MHz + |

[I{Also called Disable SSID Broadcast)
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ADVANCED WIRELESS SETTINGS :

[Tra nsmit Power :
WMM Enzble :
Short GI :

IGMP Snooping :
WLAN Partition :

Save Settings To Local Hard Drive :
Load Setfings From Local Hard Drive :

Restore To Factory Default Settings :
Reboot The Device :

SAVE AND RESTORE :

EEEE =EETaEs
' | Upload Settings |

Reboot

=
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HE: == ~ |

[ 2B Smart Connect - SEE SRS SEESE a4 WIFi 34887 WIFi 8= 2.4 GHz =% 5 GHz - Smart Connect =
I 2.4 GHz 1 5 GHz EEEEHEE WiFi EEEE (SSID) - == HEEFIZ=E -

= z big
IZI E';IFH SSID .ﬁiﬁ

M = 2ov40 MHz Z7=

EiR#EPEEE (SSID) |[NETGEARS2
E=Et IEEERd
== | === 600 Mbps ~|
FE = Al (o0% ~)

EEER
Cm=

(I WPA2-PSK[AES]
) WPA-PSK [TKIP] + WPA2-PSK [AES]
(@ WPAANPAZ Enterprise

WPA/WPAZ Enterprise

mEE [WPAZ-PSK[AES] ~ |
e [3600 | =

RADIUS E5258 IP it B |- |2 |- o - |2 |
RADIUS FEsEEs: [1812 |

RADIUS EER=SS=E: | |




ADD SCHEDULE RULE :

Name : |J:iEH§F§ |

Day(s): O Al Week @ Selet Day(s)
(lsun Emon ETue Bwed E1hu B Fi [sat
Al Day-24hrs: [

Time format :
Start Time : :D AM v (hour:minute)
End Time : :D AM v (hour:minute)

Name
HERE

Time Frame

Day(s)

Mon Tue Wed Thu (8:00 AM-06:00 PM

e

S

EfH»

T RN ERETEE
Usx

Besx

[Es—

W=

[e==

Uesm

Oe#m

v

ETFEREETHE: (EH240=5)
2%

HERERE

HRERRE

0 [Eo
24 [0

a3
iy
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DHCP SERVER SETTINGS :

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers on
your netwaork.

[ Enable DHCP Server: [

DHCP IP Address Range : (addresses ithi ﬂ'letfﬂN ubnet)
Always Broadcast :
Gateway
WINS ;
DNS :

DHCP Lease Time: 1 Hour v

LAN

]
frlt

=l XHGE

BEZE

R7000 QP ==

LANTCPIP 2E

IP firit [12 | [ze2 |. [1 .2 |
P FEREE [255 |- [255 |- [255 |. [0 |
RIP &A@ g5 v
RIP 555
[Eﬂm&ﬂai%ﬁﬁf‘ﬁ DHCP EIEREE ]
T 132 162 1 .
s= PO 192 168 1 . [252
i ReE
[ T#7 IP i [ EE2HE | MAC firtf

Gos == Jxoe ]
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The MAC (Madia Access Controller) Address filter option is used to control network access based on
the MAC Address of the network adapter. & MAC address is a unigue ID assigned by the
manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Internet access.

‘ Save Settings H Don't Save Seftings ‘

WIRELESS ACCESS SETTINGS

Configure MAC Filtering below

| Turn MAC Filtering ON and ALLOW computers listed to access the network v |
Turn MAC Filtering OFF
Turn MAC Filtering ON and ALLOW computers listed to access the network

Turn MAC Filtering ON and DENY computers listed to access the network h‘

|00:00:00:00:00:00 || << | [mMaCAddress v|
|00:00:00:00:00:00 || << | [MAC Address v|
|00:00:00:00:00:00 || << | [MAC Address v|
|00:00:00:00:00:00 || << | [MAC Address v|
| 00:00:00:00:00:00 || << | [MAC Address v|
|00:00:00:00:00:00 || << | [MaCAddress v|
|00:00:00:00:00:00 || << | [MAC Address v|

i

TolblER "Fmas, MEReFI RSkl T RERNINAR -

L

FimRl E2ERRE - TudliniansEilRE -

Osswessses
£

OFs et

sony 10 192.168.12

OR95AGBIGCIF |EENETGEARSY)

P RREIREEEIEANFIREEE

P EREFAEERIRENNRREEE
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o
£l XHE
View Log displays the activities occurring on the DAP-1380,
S/ 58—, —H 01,2021 10:26:16
[Access Control] Device sony 18 with MAC address -
195:A9:B5: 60! is allowed h k
106 0PTIONS: g o s e
[Access Control] Device with MAC address
94:95:A9:B65:6C:3F is blocked to access the network.
M i ; i Monday, Feb 81,2821 18:14:53
LDG OPT[DNS . SvStem ﬂmum D DEhUgInfDrmatmn . Atta{ks [E:mzie lsgin] from source 148.123.29.131, Monday, Feb
91,2821 19:13:47
D Dmp[JEd Pa[kets Nﬂt[E‘ [Remote login] from source 148.123.29.131, Monday, Feb
al,2e2l 18:??:28
‘ ADD'}' Lﬂg Semngs an ‘ é:f;g;i ég;g;:}zgrom source 148,123.29.131, Monday, Feb
[Remote login] from source 148.123.29.131, Monday, Feb
@l,2821 ©9:44:87 v
[Remote login] from source 148.123.29.131, Monday, Feb y
LOG DETAILS : AR
First Page | L=< “20¢ | Previous Page | 1= Faoe | Clear Log H Save log || Refresh ‘ Asas
B sEsmuasnEs
page 5 of 5 VEEE ot ke
B =3 mn=sawen
\ B E=sss (29 2REES)
Time Message 5161 DoS HEAERE
EiRiEEn | EREEE
Jan 108:25:59 br0: port wland) enterng disabled state o
Bsnsssnanss
1an108:26:04  device ethi) entered promiscuous mode SHEERRGNAR

R EBR L logk drm iz £ PR

Logk 47 % £ #p %13
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